In this letter we first introduce a new generalized cyclotomic sequence of order four with respect to pq, then we calculate the linear complexity and minimal polynomial of this sequence. Our results show that the new binary sequence is quite good from the linear complexity viewpoint.
Introduction
Pseudorandom sequences with certain properties are widely used in simulation, software testing, ranging systems, global positioning systems, code-division multiple-access systems, radar systems, spread-spectrum communication systems, and especially in stream ciphers. The cyclotomic sequences [1] have a number of attractive randomness properties. In this letter we first describe generalized cyclotomic sequence of order four with respect to pq (GCS 4 for short), then we study important properties of this sequence such as its linear complexity and minimal polynomial.
Let p and q (p < q) be two odd primes with gcd(p − 1, q − 1) = 4. Define N = pq, e = (p − 1)(q − 1)/4. The Chinese Remainder Theorem guarantees that there exists a common primitive root g of both p and q. Therefore, ord N (g) = lcm{ord p (g), ord q (g)} = lcm{p − 1, q − 1}
Where ord N (g) denotes the order of g modulo N.
Let x be an integer satisfying
The existence and uniqueness of x mod pq are also guaranteed by the Chinese Remainder Theorem. Let Z * N denote the set of all invertible elements of the residue class ring Z N . Whiteman proved that [2] The generalized cyclotomic classes C i of order four with respect to p and q are defined by
By the definition of x it is easily seen that
where Φ denotes the empty set.
Let F be a subset of Z N and let a an element of Z N .
The imbalance of a binary sequence is defined as the difference between the number of 1s and the number of 0s. The GCS 4 of length pq contains (p + 1)(q − 1)/2 1s and [(p − 1)(q + 1)/2] + 1 0s and, therefore, has an imbalance I given by
The linear complexity is one of useful measures for evaluating the randomness or unexpectablity of sequences. In the following section we will compute the linear complexity and minimal polynomial of GCS 4 .
The Linear Complexity of GCS 4
Let s ∞ be a sequence of period N over a field F, and
It is well known that [3] 1. the minimal polynomial of s ∞ is given by 
Let β be a primitive Nth root of unity over the field GF(2 m ) that is the splitting field of x N − 1. Then by (2) we have
where s(x) is defined by
So, for x = β 0 = 1,
Since
it follows that
By symmetry we get
Lemma 1: Let the symbols be the same as before. Then
Proof. Suppose that t ∈ Q. Since g is a common primitive root of both p and q and the order of g modulo N is e, by the definition of x we have
When s range over {0, 1, · · · , e−1}, g s x j mod p takes on each element of {1, 2, · · · , p − 1}(q − 1)/4 times. It follows from (6) that
The rest of the conclusion of this lemma can be similarly proved. Define
the following lemma can be proved easily.
Lemma 2:
Let the symbols be the same as before. Then
Proof. If t ∈ P, then t · P = P since gcd(p, q) = 1. Then by (5) (6) and Lemma 1
This completes the proof of this lemma.
Proof. If 2 ∈ C 0 , note that 2C i = C i and the field GF(2 m ) has characteristic 2, we have
Hence s(β) ∈ {0, 1}. Similarly, we have t(β) ∈ {0, 1}. Independent of whether s(β) and t(β) take on 1 or 0, by Lemma 2 and (3) (4) we have
If 2 ∈ C 1 , we obtain that
It follows that s(β) {0, 1} and t(β) {0, 1}. If 2 ∈ C 2 , we obtain that
It follows that s(β) {0, 1} and t(β) {0, 1}. If 2 ∈ C 3 , we obtain that
It follows that s(β) {0, 1} and t(β) {0, 1}.
Thus when 2 C 0 we have that s(β) {0, 1} and t(β) {0, 1}. It then follows from (3) (4) and Lemma 2 that
. If p ≡ 5 (mod 8) and q ≡ 5 (mod 8), the linear complexity is determined depending on whether 2 belongs C 0 or not.
Remark 2:
It is known that the average linear complexity of binary sequences of period N is about N − 1 and that of binary finite sequences of length N is about N/2. The theorem 1 shows that the linear complexity is rather good.
The Minimal Polynomial of GCS 4
Let β be the same as before. Then α = β p is a primitive qth root of unity of x q − 1, γ = β q is a primitive pth root of unity of x p − 1. Hence,
In case 2 ∈ C 0 , we have 2C j = C j and
. Thus, in case 2 ∈ C 0 we get
/(x − 1).
Remark 3:
Note that d j (x) depend on the choice of β. However, by Lemma 2, exactly one of s(β) and s(β) + 1 or t(β) and t(β) + 1 is zero. Thus, we can choose β such that s(β) = 0 and t(β) = 0. With this choice we can fix the polynomials d j (x), j = 0, 1, 2, 3.
Theorem 2:
With the choice of β above, the minimal polynomial of GCS 4 is determined by
Proof. If 2 ∈ C 0 , from our choice of β, we obtain that
Hence, by (1) we have
Similarly, if 2 C 0 ,
It follows that
Conclusion
It was proved that the linear complexity of GCS 4 takes on one of (p + 1)(q − 1)/2, p(q − 1), depending on whether 2 ∈ C 0 or not. Thus it has large linear complexity.
The first author of this letter has calculated the autocorrelation values of this sequence. The results show that the autocorrelation function is seven-valued. If the two primes p and q are chosen properly, the autocorrelation values can be reduced to six-value or five-value if (p − 1)(q − 1)/16 is even and five-value if (p − 1)(q − 1)/16 is odd, respectively. Consequently, this sequence may be attractive for cryptographic applications.
There are other cyclotomic sequences having good randomness properties such as cyclotomic sequences of order r over GF(p) [4] , where p = rt + 1, r and p are both primes. Making use of cyclotomic classes [5] , the cyclotomic sequences of order 4 over GF(p) can be obtained by substitution of r = 4, the GCS 4 is exactly the generalization of these sequences.
